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(54) METHOD FOR CIPHER COMMUNICATION AND GATEWAY DEVICE 

(57)Abstract: 

PROBLEM TO BE SOLVED: To secure the confidentiality and 
secrecy of communication data by exchanging a cryptographic key 
in a single session, while utilizing the standard protocols of the 
Internet, etc. 

SOLUTION: The term of validity of a cryptographic key in a single 
session is defined. Then, a communication time is managed by using 
first timers 27a, 27b or the like. When the expiration of the validity 
of the cryptographic key comes near, key-exchanging means 25a 
and 25b performs the exchanging (delivering) processing of a new 
cryptographic key by using the security function of a wide-area 
network. When old cryptographic key information and new 
cryptographic key information coexist in SA database 24a and 24b, 
the newest cryptographic key information is selected by referring to 
a time stamp. 
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y^{tHim^Wc2 6 atWAN-r^7i-X2 1?: 
JEtt*y lKlKSSn*. (ft*5. 

mmt/&mt!&m^&2 6 aK&wrtt. &-ru*>i* 

WKStK^y-fe-S^^ttA^ry Mi. y-h^x-f 
St S'Nfei^n, WAN-f>^7i-X2 1b, Bt^ 

it/mmtmw^m2 6 b <t;i/-5v >i/^a#©2 3 

b^LT, «3£&3Ma:2 5 b^fejU^n, -fe<y->3> 

ifcfcU y-^i-fgl4, 5©SAr-^"<-Xli, 
09 (a) , (b) ©J^iCHfr^n^. 
[0 0 5 6] .&LLIftBJL;t<fc5!£, *IUgC0^tC*3Vi 

Tit, **-fey->a>i=j*-r*aflirte*Bt^{fr-5fc 

->3 >©t«i»IHi»7ST-©M«fFI*-SI#WHTT 
m^m^^^ZMVX. ■*©-&«;/-> a 
> £>tfr-5£r>ifc-fc +a 'J xw 7 V ->x— v 3 > &«tic 

n*ssmti"fvssi/, -to-fey ^3 >ic*fr^ 

*a'Jf-f7V i>X--> 3 >*tSffi-r*«^l:tt. ^ff 
Ot*a 'J r-f 7V ->x- •> 3 >S«ffl LTW ftJMf 

[0 0 5 7] -r^cto^. -OOt'r/aylCjttLT, « 

igco-fe^a.'j^'r 7v->i->3 >A^ffi-r-5*-a-tc 

tt. i«©t+aUfy7V->I-y3 >6«ffiLTflf 

* * t V» 5 S**3fi*» s n * . 

[0 0 5 8] Ut±ttMLfcBS-^fl:a«fc4J»t*. il«ffl'J 
Oftf^^ StJ6-5) <t0 5 OJ;ei(C^^)„ 

[0 0 5 9] -T«Ct)T&. ST. i5i7"Dh3;i/ (IK 
E) lOCt'yysyCMtlit+a'Jr-f 

tv->x-->3> (sa) zmiiv. m^m<omm 
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(c s a«*£*»t* m&mmm (xf-^s 

0) o 

[0 0 6 0] &Jc. tyva >&fltaiu 

#ftU A^ry hW'Vy^CSA I DSr##LTiHmT 
-5 MMHtiMmffO Ufy751) . 
[0 0 6 1] 'A\Z, S A-?— :S"^—X ©•£>;/-> 3 >tt© 

2) „ 10 
[0 0 6 2] 'AlZ. SACtMKlfioXi, frLV> 

©f*$g (^-y-fe-^) ^il«5ttCjH-5 (&H£r»)f1p) 
(Xf7y5 3) „ 

[0 0 6 3] mz. sat-^^-x^#il, jum^ 
s a *fftssu ^©sa©bs^lt;u 

^'JXATBt^t^rff ^. -£-©SA© I D^/^^-y h© 

^54) . 20 
[0 0 6 4] fLT. IBSA©#8W«|Ba*i»7-r*£. 

5) c 

[0 0 6 5] Bt^{tji0iCfe^^§ftffliJCD^^ 
ftfE£ic<hae>3£. m6<D£olZ&2>. 

[0 0 6 6] -?t£t>*>. SAf-^^-7*#iL, § 
HOD^y^JCEasnT^SS A I Dt- 
ft5SA£iiU ^-COSACOBir^tT^zfUXAt 

[0 0 6 7] tit. &raffla>&sA©#ttfi3fca*»n 30 

SAMlI^fro (Xf776 1) . 

[0068] M±mwisfzm^mmW)ft&mff2-&z>rz 

[0 0 6 9] 0 1 0©n>fcfi-^->X^Att, 
60 1t, F6 0 2 t, r-fX/K 6 0 3 

[0 0 7 0] fit. B&^ffi«£7f5£:&>>G5:/D^7A 
«, ##:g|$6 0 1 \Z±y hSn5CD-ROM6 0 7ft 
^, ^a|56 0 1 ^IT-St-i'X^ (/^EU) 6 0 6 40 
1*1, 0i&6 0 8T?SM^nfciOxXfA© 

x-TXi? 6 0 5F*g(C*&i^$n«. 0 

[0071] cuKowgmi. *f*® (*a«) 

Lltfemt&WlZiiQtSiWVT^Ztf, ztuzmfezn 
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[0 0 7 2] flfctf. <«S*fel*T**tt4: 

©-try ->a >cjftt«T, ai^tK^^Tflefflr*^*^ 

[0 0 7 3] 

— DOt7 >©&<f fc*lr»T, ffi#©@£j&$|igg- 
fUffl LT^fC, ^O, AU-XlC^«SW^-fey->3 

fcftWtC^ 0 t 0 ^tlZ^-fCD®®®. • S>Btt^^ic« 
«t<5Ct*»TSi. #3SIJII -> > TOUT 

H3i#^^T&-g>o 
[0ffi©fBWfc8ftl53] 

[01] *5£WO*«S©i»l8fc*^*y— h^x-f»B 
[02] h9->£^LfcW#ii{g£fT3>'X 

[0 3] *5tw<D$£M<DMmizi$v2>mn&m<z>, ±& 
©ft#©i$®£-^f x d— 0 
[0 4] *«wosdie©®ffiK*w*, Bt^$i©«o^ 

[0 5] *«Monjio®«^fett*ii»#afso. 

[0 6] #«W©!fctt©JBt^c#tf*Bt^»«©. §i 

[0 7] (a) -tr->->3>^SW(c*3^^.Mm«©S 
Af-!?^-Xfflrtf©-W5^t0 

(b) -t-y->3 >M4&^^iC*tt-5§ft«iJ©SAx-^ 
^— X ©1*J^©— #J £5^" 0 

[0 8] (a) ±y~>3>me>&mmmiz%>vz>mmm 

©S Af- d?^— X©rt^©— WJSti 
(b) -fey->3>f|©3SflftlNf»!tw*Jtt*S«ffl©SA^ 

— X©rt$©— 0 
[0 9] (a) t^W«7lfct*aUT^7y;/ 

X--> 3 > (SA) jHm#J©SA?- 

^ ^ — X © 1*1 #© — M £ yjk-? 0 

( b ) mmmmi Lft-t^a. ut^tv xi- -> 3 
> (sa) &mn\stz&<D. sm#j©sAx-^^-x 

© ft $ © — #)J $ 0 

[010] n>tf3.-^->x^A©«^©— ^J^^t-0 

[«F^©ittW] 

i fcrnz-vYv-v 

2, 3 i^yh^-f 

4, 5 y—hvx-^mm 

6, 7, 8, 9, 10, 11 3g5fc 
1 2 ^S3nS* 
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2 1a, 2 1b WAN-f>^7i-X 
22a, 22b LAN^>^7x-X 
2 3 a, 2 3b >^£aS^f£ 
24a, 24b S A (Security 
i a t ion) f—^^—T, 
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2 5 a, 2 5b m&WEWi 

2 6a, 26b mmt/mmmmm& 
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